Bolton
Council

St. Andrew’s
CE Primary School

Model Information Management Policy for Bolton
Schools

The school is a public authority and has a number of legal responsibilities for the
management of information.

This document is designed to provide a framework for both the school and its
members of staff to fulfill their duties around the collection, handling, storage,
retention and security of information.

Updated and adopted by governors: March 2018
Review date: March 2019

Information Management Unit
Children’s and Adult Services,

Bolton Council

3rd Floor, Paderborn House

Bolton, BL1 1UA

Telephone: 01204 332074 / 332872
Email: ec.imu@bolton.gov.uk
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The Data Protection Act

The Data Protection Act 1998 came into force on 1 March 2000 to bring the UK in line with
a European Community Data Protection Directive and achieve a common standard of
protection across Europe. The purpose of the Act is to protect the individual rights and
freedoms of individuals, especially their right to privacy with respect to the processing of
personal data.

The Act applies to personal data (information that Identifies a living person) whether it is
held on a computer system or on paper. There are particularly stringent rules surrounding
'sensitive' data such as pupil identifiers, pupil characteristics, special educational needs,
health, religious beliefs, ethnic background, home address and criminal offences.

St Andrew’s CE primary School is registered under the Data Protection Act 1998 as a
Data Controller and aims to fulfil its obligations to the fullest extent and to comply with the
eight data protection principles.

Data will be:

Fairly and lawfully processed

Processed for limited purposes

Adequate, relevant and not excessive

Accurate and up to date

Not kept for longer than is necessary

Processed in line with the rights of the data subject

Held securely

Not transferred to other countries without adequate protection

N RWN =

Privacy Notice - Fair Processing of Data

The school has a duty under principle 4 of the data protection act to check that children,
parents and carers information is accurate and up to date. It fulfils this by sending out a
data collection form to parents/carers on an annual basis. This form will also include a
privacy notice which outlines to the parent/carer:

« What information is held
e Why the information is held
« Who the information is shared with

The current privacy notice for children, parents and carers can be found here:
https://extranet.bolton.gov.uk/website/pages/view.aspx?f=Privacy Notice Template - Pupils - Sep
14-DFl.doc

The school also has a duty to check that staff information is accurate and up to date. It
fulfils this by asking staff to complete a data collection form. The form will also include a
fair processing notice which will outline:

e What information is held
e Why the information is held
¢ Who the information is shared with
The current privacy notice for staff can be found here:
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https://extranet.bolton.gov.uk/website/pages/view.aspx?f=Privacy Notice Template - Workforce -
Sep 14-DFl.doc

Information Security

The school has a duty under principle 7 of the data protection act to ensure that data is
handled securely. To fulfill its obligations under the act and to comply with Cabinet Office
guidelines outlined in “Data Handling Procedures in Government” the school will adopt the
following to maintain data security:

e Users may not remove or copy sensitive or personal data from the school or
authorised premises unless the media is encrypted and is transported securely for
storage in a secure location.

e When data is required by an authorised user from outside the school premises (for
example, by a teacher or student working from their home or a contractor) they
must have secure remote access to the management information system (MIS) or
learning platform.

e Users must protect all portable and mobile devices, including media, used to store
and transmit personal information using approved encryption software.

e Sensitive or personal data must be securely deleted when it is no longer required.

e Computer passwords should not be disclosed or shared between users

e Files and paperwork that identifies individuals must never be left unattended and
must be stored in locked cabinets within a controlled access room that must be
locked when not in use

o All staff processing personal information should be appropriately trained

The school will introduce a protective marking scheme to ensure that all data —
electronic or on paper — is labelled according to the protection it requires based on
Impact Levels:

Impact level Colour | Memory | Example
Code | stick?

ILO—Not Protectively Yes Newsletters, public information

Marked

IL1- Unclassified Yes Generic letters to parents containing no
personal data

IL2-PROTECT No Basic student information such as name and
address

IL3—Restricted Sensitive Student information such as

ethnicity or FSM status

IL4-Confidential Highly sensitive student data relating to child

protection

An Information Risk Register will be created and maintained by the school which
summarises each information asset the school maintains. Appropriate measures will be
taken to mitigate the risk of disclosure of each information asset based on the impact level
assigned. The information risk register can be found in Appendix 1.
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Incident reporting

Records will be maintained of any suspected breaches of information security using the
form attached in appendix 2

The form will be completed in the event of loss of unauthorised disclosure of information.
The details of the incident will be used to create a correctional action plan to ensure that a
similar incident does not happen again.

Following a reported incident, the school will investigate and after liaising with the Local
Authority decide if the incident is of sufficient severity to report to The information
Commissioners Office.

Record Retention

The school maintains a records management policy which details compliance with the
Lord Chancellor's Code of Practice which can be found here:

http://www.justice.gov.uk/downloads/information-access-rights/foi/foi-section-46-code-of-
practice.pdf

A detailed retention schedule and protective marking scheme is outlined in appendix 1

This retention schedule is based on guidance from the records management society:
http://www.irms.org.uk/images/resources/infoguides/records_management_toolkit for_sch
ools_version 4 may 2012.pdf

It encompasses records managed by all types of school — some of the file descriptions
listed may not be relevant to every school.

Regarding documents marked as offer or transfer to Archive, it would be the schools
responsibility to contact Bolton Archives service on 01204 333173 or e-mail
libraries@bolton.gov.uk

**Please note that retaining documents beyond their retention or transfer dates may
breach principle 5 or the Data Protection 1998 (see principles)
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Disclosure of personal information

Personal information will be disclosed to 3™ parties under the following conditions:
Information sharing with professionals working with children

Information sharing between professionals is vital to ensure the wellbeing of Children. The
school will follow the “7 golden rules of Information Sharing” described by the DfE:

Remember that the DPA is not a barrier to sharing information

Be open and honest with the person or family

Seek advice if you are in any doubt

Share with consent where appropriate

Consider safety and well-being

Necessary, proportionate, relevant, accurate timely, and secure

Keep a record of your decision and reasons

Unauthorised disclosure of personal data is a criminal offence under Section 55 of
the Data Protection Act 1998 and will likely lead to disciplinary action
https://www.gov.uk/government/uploads/system/uploads/attachment data/file/277834/info
rmation_sharing _guidance for_practitioners _and managers.pdf

ONoOORWN =

Investigation of a crime

The school will treat requests for information from an official bodies related to criminal or
taxation purposes under Sections 28, 29 and 35 of the Data Protection Act 1998. The
school requires the requestor to complete the Request for personal data form (Appendix
3).

Under section 29 requests from the police will be countersigned by a person no lower than
inspector. For requests from other organisations other than the police, the form will be
countersigned by a person of a higher position within the organisation than the person
making the request.

Generally, the school reserves the right not to release the data but there may be situations
such as the receipt of a court order that requires the school to release the information.

Access to Pupils Records

There are two distinct rights to information held by schools about pupils.

1 The Subject Access Right (SAR) — under the Data Protection Act 1998 a
pupil has the right to a copy of their own information. In certain
circumstances requests may be made by a parent on behalf of their child.

2 Rights to the educational record — under the Education (Pupil Information)
(England) Regulations 2005, a parent has the right to access their child’s
educational record.

A child or young person will always be the owner of their personal information as defined
within the Data Protection Act 1998, however if a young person is incapable of making
their own decisions which is generally accepted as under the age of 12, The primary carer
or guardian would act on their behalf. This authority is only extended to functions that are
in the ‘best interests’ of the child or young person.
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The school will respond to the request within 40 Calendar days. If this request comes from
someone other than the individual, the school will consider the capability of the individual
and also must ensure the requester is acting the in the best interests of the individual.

Requests for information from pupils, or parents, for information that contains, wholly or
partly, an educational record must receive a response within 15 school days. Most
requests for information are likely to ask for at least some information in the educational
record.

Under the Regulations, requests from parents to view their child’s educational record will
be dealt with by the Board of Governors. All other requests for personal information from
the pupil, or someone acting on their behalf, will be dealt with by the Head Teacher on
behalf of the school.

The Protection of Freedoms Act 2012

The Protection of Freedoms Act was introduced in February 2011 and came into force on
9" May 2012 with the commencement orders coming into force in July 2012. It is an Act to
impose consent and other requirements in relation to processing of biometric information
relating to children, to provide a code of practice about surveillance camera systems
amongst other things.

CCTV AND OTHER SURVEILLANCE CAMERA TECHNOLOGY

CCTV surveillance has become a common feature of our daily lives and now there is an
increasing use of these in and around educational settings. Information held by the school
is covered under the Data Protection Act 1998 (DPA).

Recorded material will be stored in a way that maintains the integrity of the image. Once
there is no reason to retain the recorded images, they will be deleted.

In area where CCTYV surveillance is being carried out there will be clear markings to reflect
this.

Subject access requests for CCTV images

Individuals whose images are recorded have a right to view the images of themselves
and,

unless they agree otherwise, to be provided with a copy of the images. This will be
provided

within 40 calendar days of receiving a request. The School may charge a fee of up to £10

BIOMETRIC DATA

Biometric technologies are those which automatically measure people’s physiological or
behavioural characteristics. Examples include automatic fingerprint identification, iris and
retina scanning, face recognition and hand geometry, and their use is becoming
increasingly popular in educational settings.

Before the first processing of a child’s biometric information, the school will notify each

Page 7 of 48



parent of the child:
e Of its intention to process the child’s biometric information
e That the parent may object at any time to the processing of the information.

Schools must comply with data protection principles and additional requirements in
sections 26 to 28 of the Protection of Freedoms Act 2012 in order to use Biometric
Technologies. The school needs to ensure that
a) each parent of a child is notified of the school’s intention to use the child’s biometric
data
b) written consent of at least one parent must be obtained before the data are taken
from the child
c) In no circumstances can a child’s biometric data be processed without
written consent.

The school is not required to notify a parent, or obtain the consent of a parent, if the
school is satisfied:
a) The parent cannot be found
b) The parent lacks capacity (within the meaning of the Mental Capacity Act 2005) to
object or consent (as the case may be) to the processing of the child’s biometric
information
c) The welfare of the child requires that the parents is not contacted
d) Itis otherwise not reasonable practicable to notify the parent or (as the case may
be) obtain the consent of the parent.

Disclosure of non - personal information / FOI Requests

The school as a public authority is subject to The Freedom of Information Act 2000 and all
requests for information that is not personal information must be treated as a Freedom of
Information request. FOI requests must be fully responded within 20 (school) working days
by law. The information will be provided unless the school can provide an exemption
under the FOI act

A more detailed guide to FOI exemptions is here:
https://ico.org.uk/media/for-
organisations/documents/1642/quide to freedom of information.pdf
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Roles and Responsibilities

The senior information risk owner (SIRO) for the school is the Head Teacher — Mr Simon
Charnock at time of update

They are responsible for:

Owning and updating this policy

Owning the information risk register

Appointing Information Asset Owners (IAOs) for each Information Asset
Advocating information risk management and raising awareness of information
security issues

o After liaising with the Local Authority decide if a security incident is of sufficient
severity to report to the information Commissioners Office.

Information Asset Owners are responsible for:

e Ensuring the information is used for the purpose it was collected
e How information has been amended or added to over time
e Who has access to protected data and why

All staff are responsible for ensuring that information is managed according to this
policy.

Signed on behalf of the Governing body:

Signed Date

Chairperson of the Governing body
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Appendix 2

Information Security Incident Report Form

ISIR Reference ISIR (year)(no) Date Opened: Information Security
e.g ISIR 2015 001 Incident Report Form

Short Title

Associated ISIR owner (provide

Reference number: name and job title):

Police Crime No: Device ID:

Lost O Stolen o Other

Impact Risk Low o Medium o High o

Has Insurance been informed? Yes/No Date:

Description of Data lost (Format, Volume, Personal Data, from which system):

Has the data/system owner been informed? Yes/No Date:

Name:

Definition of the Problem and how it was reported, including history of events:

Impact Summary:

Detail of Resolution or Workaround:

Root Cause Analysis:

Corrective Actions:

Ref: Action Target date | Owner Complete?

Lessons Learned:

Ref Lesson Learned

Date agreed for Evaluation Date
Evaluation

Date Closed Head teacher Signoff
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Appendix 3

Request for personal data Form

Request for personal data

All boxes must be completed

School Logo

To

Details of applicant

Name of applicant

Job title

Department and Section

Full Address

Telephone number

e-mail address or fax number

Investigation reference / Operation
Name

Date

Details of application

1. This request is made pursuant to the Data Protection Act 1998. | can confirm
that this request complies with the following non-disclosure provisions

Section 29

I:I The data is necessary for the prevention or detection of crime

I:I The data is necessary for the apprehension or prosecution of offenders

Section 35

I:I The data is necessary for the purpose of or in connection with present legal

Proceedings

I:I The data is necessary for the purpose of or in connection with prospective legal

proceedings

2. | require the following information
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3. Why I require the information

4. What statutory powers does the requester have to demand the information

5. | can confirm that the information you provide will be held in the strictest
confidence and will not be further processed beyond the purpose for which it
was requested.

| have grounds believing that failure to disclose the required information will
be likely to prejudice my enquiries and can confirm that the details supplied on
this form are, to the best of my knowledge, correct.

| am aware of the provisions of Section 55 of the Data protection Act 1998,
regarding the unlawful obtaining of personal details.

Signature

Print Name
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